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Sequene Proessing and Case-Based ReasoningTasksdupliate detetionspam �lteringgene �ndingintrusion detetion
Case-Based Reasoning

Searhing for similar examples is thebasi operationLet x, y ∈ Σn be symbol strings of length n over a �nite alphabet Σ.Edit Distane ed(x, y)Minimum number of symbol hanges,deletions and inserts to transform xinto y. Calulating ed(x, y)Dynami programming � O(n2)Best result � O( n2

log n )Still too bad for large n 2 / 23



Spae embeddingsHow to ompute a ¾di�ult¿ metriIdea � embed into a ¾simpler¿ spae: (X, ρ1)
v
−→ (Y, ρ2)usually vetor spae (preferably of small dimension)with simple metris ρ2 (e.g., ℓ1, ℓ2, ℓ∞, Hamming)Embedding quality (possible de�nition) (k1, k2, d1, d2)-embeddingThere exist k1 ≤ k2 and d1 ≤ d2, suh thatif ρ1(x, y) ≤ k1, then ρ2(v(x), v(y)) ≤ d1,if ρ1(x, y) > k2, then ρ2(v(x), v(y)) > d2.The less is (k2 − k1), the better is the approximation
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De Bruijn graphs
x[i, i + q − 1] q-gram
(vq(x))j =

∑n−q+1
i=1 [[x[i, i + q − 1] = σj ]], σj ∈ Σq q-gram vetor

dq(x, y) =
∑

j |(vq(x))j − (vq(y))j | q-gram distaneDe Bruijn graph
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Types of path on�gurations on a de Bruijn graphLoop abcdefghi
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Idea: evolution of the on�gurations with qTake two paths on B(Σ, q)orresponding to strings x and yInrement q by 1 and get B(Σ, q + 1)The number of distint edges hangesdi�erently depending on the initialon�guration. q-gram distane hanges:Loop � dq+1(x, y) = dq(x, y) + 2Fork � dq+1(x, y) = dq(x, y)Cyle is more ompliated
q → q + 1fork loop

Intuition for the embeddingtoo many di�erent edges (loop) −→ likely large edit distanefew di�erent edges (fork) −→ likely small edit distane (just edit the forking parts)6 / 23



Deterministi embedding of ed into ℓ1

Embedding onstrution
q1, q2 min and max lengths of q-grams
w width of sliding window
Σn → (N ∪ 0)

|Σn|(n−w+1)(q2−q1+1) embedding
x 7→ (vq1 (x[1, w]), vq1+1(x[1, w]), .., vq2 (x[1, w]), vq1 (x[2, w + 1], .., vq2 (x[n − w + 1, n]))all q-gram vetors onatenated for all q's and all windows of width w

D(x, y) =
Pn−w+1

i=1

Pq2
q1

dq(x[i,i+w−1],y[i,i+w−1])

(n−w+1)(∆q+1) new metrisjust normalized q-gram distane
7 / 23



Analysis Flownew distane D(x, y) =
Pn−w+1

i=1

Pq2
q1

dq(x[i,i+w−1],y[i,i+w−1])

(n−w+1)(∆q+1)Lower boundstrings one interval of width w strings of length n > wrepetitive if q is "large enough"⇒ if for eah onseutiveonly 1 yle on B(x, q) interval holds
↓ D(xi, yi) < (∆q + 1)(∆q + 2)if q is "large enough" ⇒ ed(x, y) ≤ 2(∆q + 1)& ∃ yle on B(x, y, q) ⇒ ↓no "non-yle" ommon edges (under united onditions) ↓
↓ D(x, y) < (∆q + 1)(∆q + 2) bound ed(x, y) in terms(under some onditions) ⇒ ed(x, y) ≤ 2(∆q + 1) of number N of "bad" intervals

D(x, y) < (∆q + 1)(∆q + 2) ed(x, y) ≥ k2 ⇒

⇒ ed(x, y) ≤ 2(∆q + 1) N > (w − ∆q + 1)(
k2

2(∆q+1)
− 2)nonrepetitive (under some onditions)

D(x, y) < (∆q + 1)(∆q + 2)
⇒ ed(x, y) ≤ 2(∆q + 1)Upper bound Eah edit operation hanges at most w intervals, so

ed(x, y) ≤ k1 ⇒ D(x, y) ≤
2k1[w2 + n + 1]

n − w + 1
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�
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Deterministi embedding of ed into ℓ1Reall: (k1, k2, d1, d2)-embeddingThere exist k1 ≤ k2 and d1 ≤ d2, suh thatif ρ1(x, y) ≤ k1, then ρ2(v(x), v(y)) ≤ d1,if ρ1(x, y) > k2, then ρ2(v(x), v(y)) > d2.The less is (k2 − k1), the better is the approximationThe result an be formulated as:TheoremFor w ≥ 6, k1 ≥ 1, q1 = 2w/3, n > w(k1 + 1) + 1, ∆q = 1
2
(−7 +

p
57 + 16(w − q1)),

Q = (∆q + 1)(∆q + 2), t = w − ∆q + 1If ed(x, y) ≤ k1, then D(x, y) ≤ 2k1[w
2 + (n + 1)]

n − w + 1If ed(x, y) > k2, then D(x, y) ≥
Qt( k2

2(∆q+1)
− 2)

(n − w + 1)(∆q + 1)
. 9 / 23
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With , time to onstrut � , number of non-zero elements �
9 / 23



Comparison and experimental illustration
n � sequene length k � approximation parameterref spaes k1 k2 size[Andoni et al, 03℄ ed → ℓ1 distortion > 3

2
�[Batu et al, 03℄ ed → ed O(nα) Ω(n) Õ(nmax( α
2

,2α−1))[Bar-Yossef et al, 04℄ ed → Hamm. k (kn)2/3 O(1)[Ostrovsky et al, 05℄ ed → ℓ1 k k2O(
√

log n log log n) O(n2)this talk ed → ℓ1 k k
√

n O(n5/4)Numerial experiment
n = 5000 n = 10000 n = 50000 10 / 23



Randomized embedding and NN-searhApproximate nearest neighboursapproximate neighbours are often enough in appliationsdata is often known with some auray¾urse of dimensionality¿ for exat nearest neighbours
(k1, k2)-nearest neighbour task (k1, k2)-NNGiven:

P ⊂ Σn � string set
k1 < k2 � parameters
z ∈ Σn � query Task:If ∃x ∈ P , suh that ed(x, z) ≤ k1, then returnany y ∈ P , suh that ed(y, z) ≤ k2

11 / 23



Loality-sensitive hash funtion for edDe�nition [Indyk, Motwani, 98℄A family H = {h : (X, ρ) → Y } is loality-sensitive for metris ρ, if for ∀x, y ∈ Xand any i.i.d. h ∈ H holds:if ρ(x, y) ≤ k1, than Prob[h(x) = h(y)] > p1,if ρ(x, y) > k2, than Prob[h(x) = h(y)] < p2,
k1 < k2, p1 > p2Constrution of the loality-sensitive hash funtion for ed:

i � independent uniform random value from
[1, . . . , n − w + 1]

vq1,q2 � onatenation of q-gram vetorsfrom window x[i, i+w−1] for q = q1, . . . , q2

φ � random Cauhy vetor, p(x) = 1
π(1+x2)

b ∈ R � uniform random value from [0, r].
Collision probability
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Searhing for (k1, k2)-nearest neighboursUsingresults from deterministi embeddingCauhy distribution properties,it is possible to show that h(x) is a loality-sensitive funtion for edNN searh algorithm1 For ∀x ∈ P reate L vetors hj(x) = (h1j(x), h2j(x), . . . , hKj(x))2 Memorize string x in all ells with ¾addresses¿ hj(x)3 For a given query z selet up to 2L strings from ells hj(z), j = 1, . . . , L4 If for some orresponding string xi in the seleted ells holds, ed(xi, z) < k2

⇒ this is a neighbourTheoremIf K = log1/p2
|P |, L = |P |

ln p1
ln p2 , then with probability > 1/2 this algorithm �nds a

(k1, O(αk1n
1/3 lnn))-nearest neighbour using time O(|P |

1
1+α ), α > 1. 13 / 23



Numeri experiments on a random datasetPreision vs. L and |S| (number of retrieved NN-andidates)
L |S| = 1

2
L σp |S| = L σp |S| = 2L σp |S| = 3L σp |S| = 4L σp1 0.950 0.048 0.945 0.029 0.927 0.025 0.893 0.0312 0.930 0.065 0.895 0.056 0.853 0.054 0.825 0.032 0.810 0.0283 0.885 0.050 0.816 0.035 0.784 0.030 0.770 0.0254 0.855 0.071 0.842 0.041 0.810 0.031 0.777 0.023 0.757 0.0215 0.824 0.039 0.786 0.021 0.759 0.014 0.735 0.0146 0.853 0.052 0.797 0.040 0.782 0.025 0.760 0.019 0.730 0.0148 0.846 0.038 0.791 0.024 0.755 0.016 0.729 0.013 0.724 0.01010 0.860 0.030 0.787 0.024 0.749 0.015 0.722 0.009 0.689 0.00820 0.811 0.024 0.762 0.014 0.708 0.006 0.682 0.005 0.658 0.004Quality of ordering in S
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Web-page dupliate detetionYandex.ru dataset
∼ 800000 web-pages ≃ 0.3% of the Russian segment of the Internet10 mln. pairs of dupliates � ¾ground truth¿reall r = num. of found dupliatesnum. of existent dupliatespreision p = num. of found dupliatesnum. of found doumentsResults referene doument preision p reall r F = 2rp

r+psimilarity[Kuznetsov, 05℄ 0.14-0.49[Kosinov, 07℄ 0.85 0.92 0.37 0.530.90 0.92 0.42 0.580.95 0.87 0.50 0.641.00 0.48 0.91 0.630.85 0.78 0.57 0.66this talk 0.90 0.82 0.69 0.750.95 0.81 0.83 0.821.00 0.87 0.91 0.89 15 / 23



Spam volume assessmentSpam80-85% of all e-mailabundany of similar/idential spamword distortions to fool stat. �lters:'mortgage' 'buy viagra''m0rtg�ge' '6uy v1agraa'Classi�ation
ResultAbout 80% of orretly lassi�ed spamwith 5% mislassi�ed ham

TREC Spam Trak 2006 dataset
∼ 38000 letters (189Mb)spam/ham ratio � 66%/33%sm% � false negativehm% � false positivesm% vs hm%
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Coding regions in DNA
Σ = {A, T, G, C} � nuleotidesGeneti data

1010 Mb/yearGenBank doubles annuallyup to 3.2 · 109 symbols in a sequene DNA datasetstraining data HMR195 (948 exons)test data BursetGuigo (570 seq.)Coding regions searh method
z query, training exon
t test sequene
cj , j = 1, . . . , |t| ounters t[j]

P = {t[i, i + |z| − 1]} database
S nearest neighbours andidate setif ed(t[i′, i′ + |z| − 1], z) = minx∈S ed(x, z), then ci = ci + 1, i = i′, . . . , i′ + |z| − 1

T � threshold on the value of ci if ci ≥ T , then t[i] belongs to an exonQuality measure
AC =

1

2
(

TP

TP + FN
+

TP

TP + FP
+

+
TN

TN + FP
+

TN

TN + FN
) − 1

Resultreferene AC time on one PC[Costello, 03℄ 0.49 ∼ 6 years (est. lass. alg.)this talk 0.47 70 hours 17 / 23



User session lassi�ationIntrusion detetion
Σ = {'ls', 'mail', 'rm', . . . }, |Σ| ∼ 103

∼ 103 proesses/houranomaly � unusual behaviour FreeBSD audit-sessiondatasetollet time � ∼ 3 year>500 users
∼ 20 mln. ommandsMethod

U user set
u∗ real user
t his test session
cu, u ∈ U ounters

Result
n K L1 5 1010 5 0.470 0.984 0.9977 0.431 0.945 0.98720 5 0.440 0.942 0.9837 0.403 0.741 0.94240 5 0.354 0.848 0.9677 0.230 0.390 0.836

Pu datasets for ∀u ∈ U (all sliding windows of their sessions)
z = t[i, i + n − 1] query, window ontests of the urrent session
Su set of nearest windows found in Puif Su 6= ∅, then cu = cu + 1, if cu∗ = maxu cu, then there is no anomaly18 / 23



Markov hains with variable memory lengthRon, Singer, Tishby, 95
Σ � alphabet, Q � states, s ∈ Σ∗ � state label.Probabilisti Su�x Automaton (PSA) �
< Q, Σ, τ, γ, π >, where

τ : Q × Σ → Q � transition funtion,
γ : Q × Σ → [0, 1] � symbol emission probability,
π : Q → [0, 1] � initial state distribution.For q1, q2 ∈ Q, ∀σ ∈ Σ, if τ(q1, σ) = q2 i q1 has label s1,then q2 has label s2, whih is a su�x of s1σ.Probabilisti Su�x Tree (PST):edges orrespond to symbols of Σ,eah node has (s, γs), where s is a ¾desend label¿,
γs : Σ → [0, 1] � symbol probability.
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Modi�ed learning algorithmEmpiri probabilities
χj(s) = [[rj−|s|+1 . . . rj = s]]

P̃ (s) =
1

n − L + 1

n−1
X

j=L

χj(s),

P̃ (σ|s) =

Pn−1
j=L χj+1(sσ)
Pn−1

j=L χj(s)
.

1 Take tree T̄t−1, urrent sequene rt and update:
P̃t(s) = αP̃t−1(s) + (1 − α)P ′

t (s),where P ′
t (s) � empiri probability of s in rt.2 Delete all states suh that: P̃t(s) < (1 − ǫ1)ǫ03 S̄ = {s|s ∈ Σ∗, suffix(s) ∈ L(T̂t−1), P̃t(σ) ≥

(1 − ǫ1)ǫ0}, where, L(T̂t−1) is the set of leaves of T̂t−1.4 While S̄ 6= ∅ hoose any s ∈ S̄ and1 delete s from S̄2 if ∃σ ∈ Σ suh that P̃t(σ|s) ≥ (1 + ǫ2)γmin,and P̃t(σ|s)

P̃t(σ|suffix(s))
> 1 + 3ǫ2, add node s tothe tree.3 if |s| < L, then for ∀σ′ ∈ Σ, if

P̃ (σ′s) ≥ (1 − ǫ1)ǫ0, add σ′s to S̄.For ∀ǫ > 0, 0 < δ < 1, ∃α(ǫ, δ) : 0 < α < 1 and su�iently large t ≥ t0, suh that with theupdate rule
St = αtX0 + (1 − α)

t
X

τ=1

αt−τ Xτ ,the following holds:
P{|St − MXt| ≤ ǫ} ≥ 1 − δ. 20 / 23



Learning user behaviour patternsUser substitution Replay-attaks
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...

...

s∗k∗

...

sn−1kn−1

snkn

s1 k1

s2 k2

...
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sn kn
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ρP (σ13|sn)Cross test
ALPHA | tcsh k0

tcsh | pine k1

tcsh | pine | who k2

pine | who | tin k3

pine | who | tin | date k4

tin | date | man k5

man | finger k6

man | finger | OMEGA k7

ALPHA | tcsh | pine | who | tin | date | man | finger | OMEGA

ALPHA | tcsh | pine | who | tin | su | man | finger | OMEGA 21 / 23



Other projetsSoftware NeuroComputerCAD mode
Run mode

Context vetorsText lassi�ation, semanti searh,TOEFL,...Dynami Routing ServerQuality-of-Servie routing in anetwork
22 / 23



The End
Thank you!
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